[bookmark: 998290]Managing Security 
[bookmark: 1006852]Setting Up Your Pocket Warrior Drive 
In order to use your Pocket Warrior drive for the first time, you must enter the Security ID (SID) for the drive and create a password. The SID is a 25-character alphanumeric code printed on the label of the drive. You have 3 attempts to enter the SID correctly. After that, you will need to disconnect and reconnect the drive to try again.
	 
	Step 1: 
	Connect your Pocket Warrior drive. 


[bookmark: 1006853]
The Configure Pocket Warrior screen will appear. 
	 
	Step 2: 
	Enter the Security ID for your drive. 


Note: The Security ID is a 25-character code printed on the bottom of the drive case.
[image: sid label]
Note: One of the most common mistakes is to enter the letter "O" instead of the number "0". 
	 
	Step 3: 
	Type a password and then confirm that password.


 
	 
	Step 4: 
	Click Set.


The Password Set window appears. 
If you want to set a password hint, to help you remember your password if you ever forget it, you have the option to do so here. 
	 
	Step 5: 
	To set a password hint, click Set Password Hint, otherwise click Done.


Note: For details on how to set your password hint, see the Password Hint section. 
The Unlock Drive window appears.
	 
	Step 6:
	Type the password that you just created and click Unlock.


Note: If you are setting up your Pocket Warrior drive after KeyErasing it, you will need to format it before you can start using it again. About a minute after you unlock your drive, the Format Seagate Drive window will appear. Click Format to format your Pocket Warrior drive. As an alternative, you can use the Windows Disk Management utility to do this. 
[bookmark: 1006854]Your Pocket Warrior drive is now set up, unlocked and ready for use.


	 
	 
	Password Requirements 


[bookmark: 1006855]Your password must contain at least six characters, but not more than 32 characters. Recommended password length is 24 characters.
There can only be one password for the drive. Be sure to keep this password in a safe place, because if you forget it, there is no way to recover it. If you do forget your password, the only way to continue using your drive is to erase it, using the KeyErase feature, and then reset your password. By doing this, you will lose all of your data!
After you create your password and click Set, you will have the option of creating a password hint. This hint is a word or phrase that helps you remember your password in case you forget it. 
After you set your password (and optional password hint), you will be asked to enter this password to access your Pocket Warrior drive.
Note: There can only be one password for the drive. Be sure to keep this password in a safe place, because if you forget it, there is no way to recover it. 
If you forget your password, try your password hint first to see if it can help you remember your password. If you still can't remember your password, the only way to continue using your Pocket Warrior drive is to erase it, using the KeyErase feature, and then reset your password. By doing this, you will lose all of your data!


[bookmark: 1045670]Unlocking Your Pocket Warrior Drive 
Each time you connect your Pocket Warrior drive, Pocket Warrior Manager will open, the Unlock Drive screen will appear and you will need to enter your password in order to use your Pocket Warrior drive.
	 
	Step 1: 
	Enter your password and click Unlock 


Note: Enter the password that you created for your Pocket Warrior drive, not the user password for your computer.
Your Pocket Warrior drive is now unlocked and ready for use.
To unlock your drive from Seagate Manager (if needed): 
	 
	Step 1: 
	Click the Security icon from the command panel at the top of the window. 


The Unlock Drive screen appears.
	 
	Step 2: 
	Type your password and click Unlock. 


[bookmark: 1012670] 
	 
	 
	Can't unlock your drive? 


[bookmark: 1018100]Make sure the caps lock key is off when you are typing your password (unless your password is in all capital letters) If you have more than one Pocket Warrior drive connected at the same time, make sure you have selected the drive that you are trying to unlock (the large light on the drive will blink when it is selected) If you do not successfully enter your password after 3 attempts, you will need to disconnect and reconnect your Pocket Warrior drive to try again If your password contains the letter "O" or the number "0", make sure you are typing the correct one.


	 
	 
	Unlocked your drive but can't find it? 


Your Pocket Warrior drive should appear in the list of drives in the My Computer window of Windows XP or the Computer window of Windows Vista. If you use the KeyErase feature on your Pocket Warrior drive, you must initialize, partition and format it before you can use it. After you have created your new password and unlocked your drive, you can use the Windows Disk Management utility to complete these necessary steps. 
	 
	 
	[bookmark: 1018101]Can't remember your password? 


[bookmark: 1006861]There is no way to recover your password, if you lose it. 
You can ask for your password hint to help you remember your password, as long as you originally created a password hint. 
If you still can't remember your password, the only way to regain access to your Pocket Warrior drive is to KeyErase it. This will erase ALL of your files and allow you to reset your password.

Once you KeyErase your Pocket Warrior drive, there is no way to recover your files (even by using a data recovery service). Only do this as a last resort! 


[bookmark: 1045672]Changing your Password 
	 
	Step 1: 
	Click Security from the command panel. 


The Security screen appears.
	 
	Step 2: 
	Click Change Password. 


The Change Password screen appears.
	 
	Step 3: 
	Type your current password. 


 
	 
	Step 4: 
	Type a new password, then re-type that new password. 


 
	 
	Step 5: 
	Click Set. 


A "Change Password successful!" message appears.
	 
	Step 6: 
	Click OK. 


The password for your Pocket Warrior drive is now changed.


[bookmark: 1016857]Set or Delete Password Hint
You can set a password hint to help you remember your password, if you forget it. You can also delete or overwrite your hint.
To Set a Password Hint:
	 
	Step 1: 
	Click Set or Delete Password Hint. 


The Set Password Hint window appears.
	 
	Step 2: 
	Choose a question from the list or choose Enter your own question, if you want to create your own question. 


If you chose the "Enter your own question" option, go to the next step. Otherwise, go to Step 4. 
	 
	Step 3: 
	In the Create a Question field, type your question. 


 
	 
	Step 4: 
	In the Answer field, type the answer the question. 


Note: Your answer can be up to 32 characters in length.
	 
	Step 5: 
	In the Password Hint field, type the hint that will help you to remember your password. 


 
	 
	Step 6: 
	Enter the Security ID for your drive.


The Security ID is a 25-character code printed on the bottom of the drive case.
	 
	Step 7: 
	Click Set.


Your password hint is now set.
To Delete a Password Hint:
	 
	Step 1: 
	Click Set or Delete Password Hint. 


The Password Hint Already Set window appears.
	 
	Step 2: 
	Click Delete. 


The Delete Password Hint window appears.
	 
	Step 3: 
	Enter the Security ID for your drive.


The Security ID is a 25-character code printed on the bottom of the drive case. 
	 
	Step 4: 
	Click Delete Password Hint.


The Password Hint Deleted window appears.
	 
	Step 5: 
	Click OK.


Your password hint is now deleted. 
To Overwrite a Password Hint:
	 
	Step 1: 
	Click Set or Delete Password Hint. 


The Password Hint Already Set window appears.
	 
	Step 2: 
	Click Overwrite. 


The Set Password Hint window appears.
	 
	Step 3: 
	Choose a question from the list or choose Enter your own question, if you want to create your own question. 


If you chose the "Enter your own question" option, go to the next step. Otherwise, go to Step 5. 
	 
	Step 4: 
	In the Create a Question field, type your question. 


 
	 
	Step 5: 
	In the Answer field, type the answer the question. 


Note: Your answer can be up to 32 characters in length.
	 
	Step 6: 
	In the Password Hint field, type the hint that will help you to remember your password. 


 
	 
	Step 7: 
	Enter the Security ID for your drive.


[bookmark: 1006857]The Security ID is a 25-character code printed on the bottom of the drive case.
	 
	Step 8: 
	Click Set.


[bookmark: 1006856]Your new password hint is now set.
[bookmark: 1006899]KeyErase 
KeyErase completely removes ALL data from your Pocket Warrior drive. This feature is provided as the only way for you to regain access to your Pocket Warrior drive if you forget your password. 

This extra level of security is provided so that if your drive were to fall into the wrong hands, your valuable data could not be stolen. 
Note: Once you KeyErase your Pocket Warrior drive, there is no way to recover your files (even by using a data recovery service). 
	 
	Step 1: 
	Click Security from the command panel. 


The Security screen appears.
	 
	Step 2: 
	Click the Other Features button at the bottom of the screen. 


The Other Pocket Warrior Features screen appears. 
	 
	Step 3: 
	Click KeyErase. 


Note: You can only use KeyErase if yourdrive is locked.
The KeyErase screen appears.
	 
	Step 4: 
	Click Next Step. 


On the next screen, you will confirm your intention to erase your Pocket Warrior drive.
	 
	Step 5: 
	Enter the Security ID for your Pocket Warrior drive. 


Note: The Security ID is a 25-character code printed on the bottom of the drive case.
	 
	Step 6: 
	Click Erase Drive. 


A "KeyErase successful!" message appears.
	 
	Step 7: 
	Click OK. 


Your Pocket Warrior drive has now been erased.
The Configure Pocket Warrior screen appears. 
	 
	Step 8: 
	Enter the Security ID for your Pocket Warrior drive and create a new password.


 
	 
	Step 9: 
	Click Set. 


If you want to set a password hint, to help you remember your password if you ever forget it, you have the option to do so here. 
	 
	Step 10: 
	To set a password hint, click Set Password Hint, otherwise click Done.


Note: For details on how to set your password hint, see the Password Hint section. 
The Unlock Drive window appears.
	 
	Step 11:
	Type the password that you just created and click Unlock.


About a minute after you unlock your Pocket Warrior drive, the Format Seagate Drive window will appear. 
	 
	Step 12:
	Click Format.


The formatting process will now begin. When it is finished, the "Formatting complete." message will appear. 
Note: You can also use use the Windows Disk Management utility to format your Pocket Warrior drive. 
	 
	Step 13: 
	Click OK.



Your Pocket Warrior drive is now set up, unlocked and ready for use. 

Pocket Warrior Drive Lights 
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